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The Ultimate High Ground

“Control of space[…] means control of the 
world […] Whoever gains that ultimate 
position gains control, total control, over the 
earth, for purposes of tyranny or for the 
service of freedom.”

Lindon B. Johnson - January 1958



Space Wars to Date



Roadmap

The Peace Puzzle

•Cyber’s Impact 

State-Level Case Study

•SSA Deception

Non-State Case Study

•SIGINT for Cheap



Will Space Stay Peaceful?

The Cyber ASAT



Accessibility

Image : Press Information Bureau of 

India. http://pib.nic.in. ID: 139905
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Accessibility

•Only 9 or 10 countries with orbital 

launch capabilities.

•Only 4 countries with offensive 

ASATs (China, US, Russia, India).

•Cost of meaningful capacity: $ 

billions.

•All countries (and most non-state 

threats) have access to cyberspace.

•100s of countries with offensive 

cyber-capabilities

•Cost of meaningful capacity: $ 

thousands.
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Norms & Deterrence

Image : Parties to the Outer Space Treaty (CC-BY-SA-

2.5)

https://commons.wikimedia.org/wiki/File:Outer_Space

_Treaty_parties.svg
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Norms & Deterrence

•Codified (50+ years) and widely 

adopted (100+ parties) legal 

regime.

•States cautious when “pushing 

boundaries” within regime.

•Attack attribution is immediate, 

easy, and provable.

•No comparable international legal 

regime.

•States and non-state actors have 

large appetite for precedence-

breaking.

•Attack attribution is 

slow, difficult, and uncertain. 
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•High risk of collateral damage from 

generated debris field.

•Long term (multi-decadal) 

consequences from cascade.

•All feasible attackers are participants 

in the environment.

•Possibility of “zero-debris” 

counterspace capabilities.

•Generally short-term and precise 

effects from given exploit.

•Many attackers do not have space 

capabilities or dependencies.
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• Uses accessible technology
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• Avoids collateral damage

Practice



Who Knows What’s Out There?

Case Study: SSA Deception



Space Situational 
Awareness

SSA = Data describing the state of 
orbit

• Includes both satellites and debris

Myriad uses
• Mission Planning

• Conjunction Analysis

• Coverage and Contact Analysis

• Research

• Intelligence / National Security

Image: AF Space Operations, US Air Force, Public Domain.
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Everyone Else

• Limited domestic capabilities in 
many countries

• Notably: EU, Japan, India, Korea, 
Canada, Kazakhstan and Ukraine

• New commercial entrants

• Unclear how credible 
coverage/capacity predictions 
are

• In practice: use public data shared 
by SSN through space-track.org



Two Line Elements (TLE)



Everyone Else

• Describes key orbital elements

• Combined with SGP4 propagator, 
can predict location of object in 
near future

• Main format shared by Space-
Track.org

• Better data available under Data 
Sharing Agreements



Why Target SSA?

Highly Centralized Most Users Cannot 
Verify

Soft Target

Hard Effects



Threat Actors

Repository Owner

• It’s your data, just lie about it

Nation State Attacker

• Compromise space surveillance sensors

Individual/Organized Attacker

• Compromise central repository (“Just” a Database)



Attacker Goals

Conceal Impending Collision Fake Impending Collision

Animation: Space debris 2017 – a journey to Earth. ESA. CC BY-SA 3.0.

Image: Debris avoidance manoeuvre. ESA. CC BY-SA 3.0.



Attack Assumptions

Database has been 
compromised

TLEs used for 
conjunction analysis 
(not recommended) 

No additional sensing 
requested / granted

<1km pass = 
conjunction event



Tampering Requirements

Specific Object

Specific Orbit

Specific Location

Specific Time

Minimal Modifications















Astrophysics = Hard, GA  = Easy

1 35647U 00000AAA 20196.23387825  .00000000  00000-0  93745-4 0  9993
2 35647 074.0406 334.6387 0038654 196.2234 204.2792 14.32021286581048

Individual

Distance @ TCA ( + optional “stealth” metric)

Fitness

Stealth

Bound @ ~10% alteration



Genetic Algorithm Output





SSA Case Takeaways

Third-party SSA requires trust

Abuse of this trust can be 
catastrophic

External verification & state 
responsibility is key



Listening to the Sky

Case Study: SIGINT for Cheap
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The Experiments



Signal Challenges

• Proper Equipment = Expensive

• Our Equipment -> Signal Errors

• Complex modulations

• Proprietary protocol 
modifications

• Solution: GSExtract

• github.com/ssloxford/gsextract

• Focus on the “easy” bits

• Brute force is cheap

• Accuracy not that important



What’s Inside?

9 FORTUNE 
GLOBAL 500 
MEMBERS

6 OF 10 LARGEST 
AIRLINES

~40% MARITIME 
CARGO MARKET

GOVERNMENTAL 
AGENCIES

YOU?



Privacy

Email Communications Crew Passport Data



IOT & Maritime



Aviation



Why Does this Happen?

• Space is far and round-trip 
times (RTT) to GEO are long

• TCP especially troublesome 
because of the 3-way 
handshake

• ISP = Benevolent “attacker” 
snooping on your traffic

• But they can’t do this if you 
use a VPN
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Mitigation: QPEP
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Contribute / Try It Out: https://github.com/ssloxford/qpep



Eavesdropping Takeways

Threat Models 
Change

Passive Attacks -> 
Active Effects

Physicality Can Drive 
Security 
Consequences



Concluding Thoughts



Themes for Space Security

Physicality

Interdisciplinarity

Adaptability

Questions/Thoughts?: 
james@pavursec.com

@jamespavur


